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Introduction

Congratulations, you have just purchased NOD32, the most advanced
antivirus solution available.

NOD32 is very simple to use and you will probably not even need to
read through this guide... however, the following information will help you
to get a better understanding of the many features of NOD32, so that you
get the best protection possible.

NOD32 is more than just a virus scanner — being able to scan for known
viruses is the bare minimum that should be expected from an anti-virus
product, so it should be reassuring to know that NOD32 not only does

this faster, and more reliably than other products, but that it also has an
excellent track record in discovering new threats. In addition, version 2.7
includes detection for adware, spyware and riskware aswell as rootkit
detection with its Anti-Stealth technology. With NOD32 you can be sure you
have the most advanced and comprehensive virus protection possible.
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Guidebook Conventions

To highlight the most important points — we have used a set of simple
icons which draw attention to key information and settings.

Key:

The Check Icon indicates a setting that we recommend
you use or enable

The Info Icon higlights important facts and information
about NOD32, to help you make better use of the program

The Hazard Icon highlights areas where potential
u problems can arise, or misconfigurations occur, to help

you avoid damage or loss of data.

Use the icons as a guide — they will highlight the most important areas of
configuration and usage so that you get the best out of NOD32.

This document uses the following typographic conventions:

C:\type.exe
Used for text that must be typed exactly as shown

ndntenst.exe
Used for file and program names, screen messages and dialogues

username

Used for items like menu options, or objects such as passwords and
usernames
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Minimum System Requirements

Please make sure that the computer on which you plan to install NOD32
meets the minimum system requirements for the program to run:

Operating system CPU m

Windows 98/ME 133 MHz/150 MHz 32MB
Windows NT4/2000 133MHz 32MB/64 MB
Windows XP/2003/XP 64 or 32-bit 300MHz 128MB
Windows Vista 800 MHz 512 MB

Disk Space: 30MB free disk space
Graphics: VGA video card. (SVGA 800x600 recommended)

You must only install ONE anti-virus On-Access
scanner at one time (a scanner that is always running
while your PC is switched on); otherwise you could
cause serious system instability.
If you are installing NOD32 with another anti-virus
program, please make sure you do not enable both
On-Access scanners at once.

If another anti-virus program has previously been installed on your
computer, its scanner may interfere with NOD32. Usually resident
scanners will display an icon in the system tray (the area of the taskbar
near the clock). We recommend removing any other antivirus software,
including older versions of NOD32, before installing NOD32 Version 2.7, to
avoid the possibility of serious problems

Version 2.7 may be installed over your existing NOD32 if it is version 2 or
higher, however, if any problems were encountered, a clean installation is
recommended.

Details on uninstalling NOD32 can be found in Appendix C on page 51.
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Installation Instructions for
Windows 95/98/ME/NT/2000/2003/XP/Vista

To install from the NOD32 CD, simply insert the CD into the drive. If setup
does not begin automatically, you will need to run NOD32.exe from the
CD'’s root directory.

To install the download version (recommended, as it will be the most up-to-
date), first download the installer from the ESET website:
http://www.ESET.com/download/registered_software.php

For either method, you must have administrator

privileges on your PC. = -

Locate the correct Standard version (not LAN

Update Server version) to suit your PC’s operating NOD32 For Windows

system and click Download. The installer for User name: [€ av-o000000 =
version 2.7 is approximately 11 MB in size. You will Passward: [eeesecanes]
immediately see a window similar to this: ™ Remember my password

Copy & Paste the username and password sent
to you in your license email. (Highlight the text, press
‘Ctrl + C’ to copy and ‘Ctrl + V' to paste into the

required fields) X

Dy yous w1 e o maven this e ?

MHame: reieheral eve

Click OK and you’ll see a window similar to this: e

B @ 5w V) Gowd |
e

Click ‘Save’. Choose to save the download to your

desktop (or an Installers folder if you have one) \Whde i b he el can bt v, F o bt o0

b pour cdmptar, I o S Al b the ourcs, ds Aot
ma or s bhia softwaes. Wil 'y the rigic?

You will then see the download progress in a window =Ly
. . . . _,.r“l
similar to this: ' J
S

fudrert gns Bom ol et com
SERRNENEENNEEEER

Esfraled e left. 12 sec (279 HE of B.05 HE copied]
Dorverogel e C\rtalery ool ot
Traemder ate: 356 KBS0

' Clowe thin dabeg bas whin derwriead conphibes

Once it has downloaded, locate and run the file by x|
double clicking on it. Tho pubsher codo ok b vt A ou e yeu w1

Heme fudeberal eng
Pubisrer  Unkmown Publisher

Type  Applcason
Frem. £:'\leababers

T T

¥ Mwvirya ik, bedore epenrg tha e

Tha e choen il B @ vald Siglal sigraburs thal veries iy
l@ bbb Yiou shikd anly fan softwans from publisfen pou 158
mn?
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Whether from a CD or from a download, the installation instructions from
this point are the same.

You will see this screen:
Extract to Browse... |

C:Pragram Files

Click Cancel to quit setup and cloze all ;I
unning applications.

. . WARNIMG: This program is protected by copyright
Click Extract to begln lavs amd international treaties. Unauthorized

the installation process reproduction or distribution of this program or

ar of itz parts may rezult in zevere civil and
criminal penalties.

NOD, NOD32, AMOM, ESET are reqistered
trademarks of Ezet =

Eutract I Cahicel

The extraction path can be changed in the "Extract to"
box. This will not affect the final installation directory, only
where the installation files are put during setup. These files
can be removed after NOD32 setup completes.

If installing onto a 64-bit operating system, the installer will
automatically install a compatible version, but the Extract
path will read: C:\Program Files (x86)\ESET\Install

i SNOD32NT %]
Extract to Bropse, . |

IC:'\F'rogram FileshESET\nstall

Estracting advheur.nup
Estracting archz.nup

After clicking Extract

you will see the files Estracting charon.nip

) Extracting engine. nup
belng expanded onto Estracting ntbazeen.nup

. . Estracting prscan.nup

the disk: Estracting utimod. nup

Estracting rain.dll
Ewstracting micd2.dll
Estracting rfcd2u.di

ERfract I Canicel |

...and then you should :
: Pessomat
see the following

message: The MOD32 Installation YWizard iz being activated
to guide pou through the rest of the setup process.

Fleaze wait...

Once the Setup Wizard has started, you will be presented with the
Installation choices....

NOD 32
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NOD32 Installation choices

Typical installs NOD32 with the correct settings for normal usage, and
will make most of the decisions for you about the installation. If you have
no particular requirement to install NOD32 with specific settings, it is
recommended to choose this route. Typical installation is the default
option.

Setup Wizard

Advanced allows some
customisation of the Wielcome to the HOD32 Setup Program
installation process,
including being able
to password protect
settings and enable
Silent messaging_ ThIS Click Mext to uze the default [recommended] installation or
X zelect an alternative option.

is useful for users

who have a shared
computer.

& Typical (Recommended for most usersk

€ Advanced [Partially customized installation]

Expert allows every
part of the installation
to be controlled and
customised, and offers
many configuration
options at install time, . I—IEH o
including setting up i ik s
SMTP messaging for
alerts.

' Expert [Fully customized installation]

If you need to change the installation path from the default
“C:\Program Files\ESET"” you must choose either

Advanced or Expert Installation modes.

This guide shows all the installation options for each route, clearly marked,
whether the information applies to Typical, Advanced or Expert, so that
you can easily navigate to the relevant information.

Whichever installation route is chosen, all the options, apart from a select
few, such as installation path, desktop icon and context menu scanning, are
configurable after the product is installed, so for most purposes, a typical
installation is fastest and simplest.

For an “At-a-glance” chart of installation options see
Appendix B: Installation Types

NOD 32
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End User Licence Agreement

In all installation modes, the next screen will be the End User License
Agreement, on which you must choose I accept and click Next> to
continue installation. You may also Print the license agreement for future
reference.

End-user Software License Agreement x|

SOFTwARE LICEMSE AGREEMENT ﬂ

You are advised to
read the terms of the
license carefully before
proceeding with the
installation. If you
decline the license
terms, the installation
cannot proceed.

THIS AGREEMEMT [the "Agreement'] iz hereby entered into between
ESET, LLC, [the "Licensor''] and the party executing thiz Agreement
["rou’] on the following terms and conditions;

1. Licenzed Program.

[a] This iz a License Agreement bebween You and Licensor with respect
to MOD32 antivirug spetem including all itz components and extengions
[the "'Licensed Program''] with the accompatying Documentation and any
fixes, releases, upgrades, vius signature updates, new wersions or
enhancemants that may subzequently be issued to You, "Documentation”
zhall mean ary degcription of the Licensed Program's specifications,
features, interface, operating environment, requirements and uzes,
including any user instructions, installation instructions or ather
inztructional material about the proper operation of the Licensed Program.
[b] The Licenzed Program containg a reporting feature which has been
dezsigned to caollect zamples of newly detected wiruses or ather threats andll

Print |

| dizagiee

< Back I Hewt » I Cancel

Typical installation: jump to page 13
Advanced installation: continue to next page

Expert installation: continue to next page

NOD 32
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Program Destination Folder

At this point the Advanced and Expert Installations allow you to change the
destination folder of NOD32, if you have a specific reason for doing so.

During Typical install, this screen will not be shown.

Select destination folder

Select MOD32 destination folder.

Click Mext to confirm the default folder [recommended) or Brawse to chooze
another destination.

Destination folder

IC: “Program FileshEzeth

Browse... |

Unless there is a specific need to change the installation path — for
instance, you want to install NOD32 on a different drive, or already have
a folder called ESET on a different drive that you want to use instead, we
recommend that the default setting is used. Once you have the correct
path, click Next> to proceed.

NOD 32
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Configuring Automatic Updates

At this point the Typical, Advanced and Expert installations converge.
You will now be presented with a screen asking you to choose your update
server.

We strongly recommend that you use the setting

<Choose Automatically>

This ensures that updates will be delivered most
efficiently.

If you do not enter a username and password at
this point, the product will not receive automatic updates
until you enter them.

Setup of Automatic Update

ic Internet update of HOD3E2 systern will anly wark, if a valid
e and Pazsword are entered in the fields below. Usemame and
rd iz azsigned by the vendar or distributor, and must be entered
a3 printed on the license,

|<Ehoose autarnatically: ﬂ

Uzername [caze sensitive]: Pazsword [caze sensitive]:
|Av-uuuuuuu ssecessses

To enter Jezermame and Pagzword parameters later [not recommended).
zelact the checkbox below.

[ Set update parameters later

< Back I Mext » I Cancel |

You will be prompted to provide a username and password for
updates. You should copy and paste these from your license email to
ensure that no typing errors are made. (Highlight the text, ‘Ctrl + C’ to copy
and ‘Ctrl +V’ to paste into the required fields)

If you do not have this information to hand, you can choose to set update
parameters later, otherwise you will not be able to proceed with the
installation without either entering a username and password.

NOD 32
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Configuration of Internet Settings

You will now be asked about your Internet Connection settings.
If you use a dial-up modem (not broadband or networked) then you need to
check the Iuse dial-up (modem) Internet connection option.

Internet Connection

Select options coreg@nding to the type of pour [nternet connection. [F pou
uze a proxy zerggf®and do not know the connection usemame and password,
em adminiztrator or provider.

[ fuse dial-up [mader) Intermet connectior

— Prozy server

= | don't know whether proxy server is used. | want to use the same
zettings a3 thoze used by Intemet Explarer

| don't uze proxy server

| use proxy server

¢ Back I et > I Cancel |

This will set NOD32 to update when an internet connection is detected.

You will also be asked whether you use a proxy server, if you don’t or are
unsure, just accept the default setting, as shown, and NOD32 will work it
out for you.

For all installation routes, if you choose a Proxy Server configuration,
continue to the next page. If not:

Typical installation: jump to page 21
Advanced installation: jump to page 16

Expert installation: jump to page 16

NOD 32
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Proxy Servers
If you know that you use a proxy server, and chose the I use a proxy
server option, you will be presented with a screen in which you can fill out
your proxy details....

Prozy server settings:

Address: Port:
Imyprn:-tyaddress |31 28
Your network J . ;
L. SRIMAME: ;
administrator or ISP bl
. I<plo>:yusemam> sesssssene
(Internet Service

Provider) should
supply you with the username
and password for the proxy,
if required. Do NOT put your
NOD32 username and
password into these fields.

Settings bazed on Intemet Explorer

Address: Fort;

<Back € HMest: I) Cancel

When you have finished, click Next> to continue the installation.

NOD 32
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Configuring Updates

The Advanced and Expert installation routes allow you to configure
updating options at this point.

Automatic update Ed

MOD32 supportz scheduling of important bazks, such az automatic updates.
Selected checkbos will provide automatic updates. To schedule a new
task. use the Scheduler available in Contral Center after the installation.

[v ‘Register tasks for automatic updates

Type of Update

Wiruz sighatures: Autarnatic Charge |
Offer

Frogram components:

Clicking on the Change button will give control over program and signature
options, all of which can be configured after installation. It's recommended
that you leave these options as they are.

ESET release regular updates to keep NOD32’s protection
current, we strongly advise that automatic updating is

left enabled, to ensure that your computer has the best
protection possible.

NOD 32
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General Setup
Advanced and Expert mode installation now give several other options.

The Silent mode
option can be
set, so that only
an administrator
(set later) is sent
messages that do not
require some user
intervention.

General Setup

Only mezzages and notifications requinng user intervention will be displayed
in zilent mode. Important mezzages will be zent to the adminiztrator if this
option is selected.

[" Enable silent mode

Protect setup parameters

[ ‘Protect configuration settings with a password

There is also an
option to ‘password
protect’ the settings
— if you work on a
shared computer, and
you don’t want other
people to be able to
change the NOD32
configuration, you
can set a password
of YOUR OWN
CHOOSING (NOT the license password that was sent to you by ESET)
on the configuration options, so that only you will be able to change the
configuration.

e passaTd: I

[Earfirm e passrard: I

NOD 32
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Disabling ESET’s custom graphics & the
NOD32 splash screen

At this point, Expert mode will also give you the option to use a standard
windows interface rather than the NOD32 default, and to disable the
“Splash Screen” (a banner with NOD32 information on it) that comes up
each time you log onto Windows.

Program graphics and splash screen options |

The program supparts bwo types of window styles: standard Windows
and ESET custom. Selecting this option enables ESET's custamized
look.

To dizable dizplay of the NOD32 eplazh screen at syztem ztartup,

v ize ESET custom graphical user:

[~ Do not display NOD 32 splash screen at startup

¢ Back I Mewut = I Cancel

NOD3e
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Warning distribution

If you wish to send a notification message to an administrator for example,
this window gives you 2 options: to send a warning message by email
and/or by Windows Messenger system. If you are a single-user, there is no
need to check these boxes.

Warning distribution E3

MOD32 warning meszages [e.q. wirus detection or ermors] can be sent ko a
specified recipient by email or Windows Messenger. To select these options,
click the appropriate checkbox(ez] below.

™ Send waminas by emait

™ Send warings via Windows Messenger system

In the next window, you will be able to enter the details of the recipients....

NOD 32
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SMTP / Messaging Options

If your SMTP server requires authentication you may

configure that once the NOD32 installation has completed.

At this point, you will only be able to enter the addressing
information.

Expert mode now allows you to configure alerting and messaging options.
NOD32 has several configurable messaging options, which are particularly
useful for networked computers, where an administrator looks after several
machines. To configure the options at this point, you will require the
following details:

Note: The example information in this screenshot has been added to
illustrate the options - the options will be blank when the screen is
presented to you.

Warning distribution x|

SMTP
SMTP server

|1 92.168.0.200

SMTP Server
address

Sender address:

Default sender
address and

recipient email
address(es) p——

Ialerter@ourdnmain.pcs

Recipients of virus warnings:

Irecipienﬂ @ourdomain. pos, recipient2&ourdomain, pos

Recipients of other event notifications:

IrecipientS@ourdomain. pcs

Meszenger
Send messages via Windows Meszaging to the following computers:

PC1, PC2, PC3

Windows Messenger
recipients

< Back I Hewt » I Cancel

20

You will need to ascertain the computer names, domain names or IP
addresses from the systems administrator in your network.

If you did not check one or other of the boxes on the previous screen, then
the unchecked option will be greyed out in this screen. If you chose neither
option on the previous dialogue, this screen will not be shown.

NOD 32
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ThreatSense.Net™ Early Warning System
At this point the Typical, Advanced and Expert installations converge.

This is a system for automatic evaluation of files requiring further analysis
in ESET’s labs and enables their automatic submission. If you choose

to enable ThreatSense.Net™, it will also collect and submit anonymous,
statistical data about detected infiltrations, which enables ESET to watch
and evaluate the progress and severity of specific spreading threats.

Threatsense.Net Early Warning System 5[

The ThreatSenze. MNet Early W arning System iz the best way ta help us
efficiently pratect pou, and to keep you infarmed of new evolving threats. This
zpztem can submit new threats bo ESET 'z lab and provide you with feedback:
to help pou pratect pour zystemns.

¥ Enable ThreatSense.Met Early Warning System

Advanced zetup...

Far mare information about the ThreatS ense.Met E arly W arning Systenm
and to review our privacy statement, click here.

ThreatSense.Net - advanced setup x|

 Suzpicious files
= Do not submit far analysis
& ;
 Submit without asking

< Back I et = I Cancel

% Ag soon as possible

" During update

Contact email [optional]

- Statistics

By clicking the Advanced setup
button, you can amend the default
settings.

¥ Enable submiszion of anorprmous statistical information

€ Az soon a2 pozsible
' During update

W Log sert data

NOD 32
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Detection of potentially unwanted
applications

Some advertising and activity tracking companies complain about
detection that terms their software as Adware or explicitly calls it Spyware.
NOD32 2.7 includes the detection of “potentially unwanted applications”.
This setting includes some Adware and other not necessarily malicious
applications. Though not always malicious, some Adware will often fill

a computer with a larger amount of file and memory baggage. This
overhead, though not necessarily a security risk, is extremely irritating and
troublesome to many users.

Detection of potentially unwanted applications x|

Paotentially urwanted applications are programs that might not actually pose a
zecunity rizk; these applications wsually require a uzer's cansent before
installation. They may, howewver, affect your system's behavior.

% Enable detection of potertially unwanted applications

™ Dizable detection of potentially unwanted applications

For more infarmation about detection of potentially urwanted applications
click here.,

< Back I Mest = I Cancel

NOD 32
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Access MONitor (AMON) Configuration

AMON (Access MONitor) is a memory-resident (always running when
computer is on) file scanning program. Automatic starting of AMON after
computer restart is a fundamental defense against malicious code. Quitting
AMON is not recommended and should only be done under special
circumstances. Execution of two different antivirus monitors (from different
products or companies) is not recommended since it may make your
computer slower and/or cause a system crash, especially on Windows NT
systems, might lead to serious problems.

AMON is the most important line of antivirus defense. It is critically
important to keep it running at all times using the most current version

of the virus signature databases and NOD32 program upgrades. AMON
monitors all potentially threatening actions on protected computers such as
opening, executing, creating or renaming files.

File system monitor - AMON , ]

MOD32 antivirus system includes the file spstem monitor AMOM which
automatically szans all filez before they are executed, opened, copied
and renamed. It alzo checks removable media [dizkettes/COs etc] ta fully
pratect paur computer,

To properly pratect your computer AMOM must be started automatically
at spztem startup,

[v | want ta start the file system monitor automaticallé

ATTEMTION!

[t iz witally imporkant that you uninztall any other rezident antivirus prograns
that may be running before continuing the inztallation to avoid senous
problenms.

IMPORTANT:

Do not enable another resident
scanner from a 2nd anti-virus
program, otherwise your system
could become unstable.

Typical installation: jump to page 30
Advanced installation: continue to next page
Expert installation: continue to next page

NOD 32
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Options for On-Demand Scanner

Configuration of On-demand scanning integration is available in the Expert
and Advanced routes at this point.

To allow easy access to the NOD32 On-Demand scanner, an icon can be
placed on the desktop during installation, if this is not desirable, this action
can be prevented here.

On-Demand Sca ner integration

The On-Demand scanner can be executed to zoan selected dizks, folders,
and files.

& shorteut to the HOD 32 On-Demand scanner can be placed on pour

dezktop to allow eazy access.

|f you allow contest menu integration pou can alzo right click the object pou
ant to zcan, selecting NOD32 Antiviruz Systemn from the menu.

[™ Place MOD32 icon on desktop
To integrate erecution of the on-demand antivings scanner inka the mougze

context menu [recommended) leave the default selection of the checkbox
below,

W Enable context meny integratior:

< Back I Mest = I Cancel |

Context menu scanning (Enable on-demand scanner using mouse) allows
the user to right click on a file or folder in Windows, and choose to scan it
with NOD32. This integration into the context menu can be disabled here.

Neither of these options can be enabled after installation. If
they have been disabled here, the program will require
re-installation to enable these options.

We recommend these options are left checked.

NOD 32
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Document MONitor (DMON) Configuration

Microsoft Office documents (Word, Excel, etc.) can sometimes contain
viruses which infect other files when the document is opened. Document
MONitor (DMON) provides protection against this sort of threat. Later
versions of Internet Explorer allow Microsoft Office documents to be
opened within the browser, directly from the internet. DMON will monitor
these documents and prevent infiltration of a virus should an infected
document be opened.

Microsoft Office document protection [DMON]

DMOM protectz your computer against infiltrations in Microzoft Office
documents.

[v ‘Enable protection of Microsaft Office documents (DO

Aftention! DMOM works only with Microzoft Office 2000 [verzion 9.0
and higher], or Microzoft Internet Explorer [version 5.0 and higher).

DMON is enabled by default in all installation modes, but can be disabled if
desired in Advanced and Expert modes.

NOD 32
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Internet MONitor (IMON) Configuration

While the role of AMON is to provide real-time, resident, anti-virus
monitoring of a system and user actions, the IMON module protects your
computer from email and internet threats. To allow scanning of POP3 email
and while also using the internet, we recommend having IMON enabled.
IMON is enabled by default in all installation modes, but can be disabled if
desired in Advanced and Expert modes.

Internet Monitor (IMON] B

[nternet monitor [[MOM) provides protection againzt infilrationz incoming from
the Intermet thraugh the POP3 and HT TP pratocal. [t is designed principally
for warkztationz and =hould not be enabled on servers.

@ Pegister Internet monitar [IMOR] to the spstem
St

< Back I Mest = I Cancel

IMON’s primary role is to monitor incoming email. The key advantage of
IMON is its ease of use. There is virtually no setup necessary since this
module works with all email programs. IMON works on the winsock level
(operating system level).

If IMON is not enabled, the AMON module will still prevent

the opening of infected attachments saved from email and
the internet. However, it is strongly recommended that

IMON be enabled while using email or the internet.

NOD 32
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IMON Configuration (email)

IMON will work correctly with most POP3 email clients, however there may
be cases where some incompatibility occurs, in which case, you can reduce
the efficiency of IMON, to ensure that it works correctly.

Notifications of Internet Monitor
checking can be
added to email,
and this option can
be configured here
(in Advanced and
Expert routes)

Internet MOMitor (IMON] scane your inkernet connectionga
received through POP3 protocol.

¥ :Enable IMOM email checking

Some email clients may nat work. properly with default IM@M zettings. The
following gettings allow vou to increaze the IMOM compalility level and
minimize a risk of pozsible conflicts. However, increasing e compatibility
lesvel mag result in a lower efficiency of IMON or inability Wlkze all itz
features.

I airmum I airmum
compatibility efficiency

Append notification o email
Mo notification
" |nfected email only

& Al email

Reducing the efficiency of IMON

may mean that some features are
disabled, or that the performance
may be affected.

< Back I Mewut » I Cancel

Generally, it is not recommended
to enable IMON when installing
NOD32 onto a server, as some
system instability may occur.
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IMON Configuration (HTTP)

IMON can also check for infiltrations coming through the internet browser.
The default option is to offer a choice of actions to the user when

an undesirable object is detected. IMON can also be configured to
automatically deny the download of the infected file.

HTTP checking is enabled by default, but can be disabled during Advanced
and Expert installations.

HTTP checking [IMON]

Internet Maonitor [IMOM] enables you ta check the communication through
the HT TP protocol [viewing and downloading web pages).

\
(ﬁ Erable HTTP checking
=7

Actions

“When a threat from the Internet iz detected:

% Dizplay warning window with action selection

& Automatically deny download of file

< Back I Mest » I Cancel
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Email MONitor (EMON) Configuration

EMON (Email MONitor), a complementary resident module, scans emails
incoming via MAPI interface. The MAPI interface hooks into the different
interfaces of Microsoft Outlook. MAPI interface is used also when receiving
emails from the Microsoft Exchange Mail Server via the Exchange protocol.

Email monitor for Microsoft Outlook [EMOMN]

EMOM protects your incoming and outgoing email in Microzoft Dutlook

N\
@ [nable Microgzaft Outlook email monitar [EOME
N

Even if the MAPI Interface is not used on the computer, EMON will still
be installed. E-mails incoming via the POP3 protocol will be checked
by IMON.
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Completion of Setup Configuration

At this point all installation tracks reconverge, and the configuration
phase is complete. This is the last point at which changes can be made
to the selected installation options, before the files are copied and the
configuration completed.

Setup configuration complete X

The zetup configuration is now camplete.

To change the canfiguration, click Back.
If pou are happy with the configuration click Hext to complete installation,

Back button now.

If you have enabled the AMON
module, you should particularly ensure that
you have no other resident (on-access)
anti-virus scanner active before proceeding.

If you wish to change any
u configuration parameters, use the

< Back Cancel

To complete the installation with the selected configuration, click Next>

During the setup, you will see this message:

FPlease wait

The MOD32 Installation ‘Wizard is finishing installation of MOD32,

Please wait...

NOD 32
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After installation has completed you will be required to restart your
machine.

You should ensure that no other anti-virus scanner will load at restart, save
any active work, and click Finish to restart the machine.

Installation complete

Inztallation of NOD 32 completed successfully.

If & restart iz required for changes to take effect, it will be performed
immediately after prezzing the Finish button [recommendead].

IF wou wish to restart later, pou must select this option below,

Restart request

our spzkem muszt be restarted for changes to take effect.
MOD32 may not function carrectly until after restart.

ol | ) ' Restart later
b —

< Hask q Finish ) ) [Eance]

If you do not wish to restart immediately,
choose Restart later.

NOD32 may not function correctly, and
your computer may not be protected from viruses
until you have restarted your computer.

Once your PC has re-started, open the NOD32 Control Center by clicking
this icon <8 once, in the bottom right hand corner of your screen, look in the
‘Update’ section and press the ‘Update now’ button to ensure you are up to
date with ESET'’s virus definitions.

After that, go to the Threat Protection Modules section and click once on
‘NOD32'. In the right hand screen, click the button for an ‘In-depth analysis’.
This will give your machine an immediate and thorough scan.

NOD 32
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Configuring Profiles for manual

or ‘On-Demand’ scanning

NOD32 2.5 Control Center @ (= B

The first thing you might want to do is review the default Control
profiles so that NOD32 is scanning exactly what you Center

want, when you want. Open the Control Centre by
clicking this icon |¢f] in the bottom right hand corner of oE—

your screen (in the system tray near the clock). / @ AMON

B OMON

Then under the section ‘Threat Protection Modules’ B

click ‘NOD32’ B it
B Update
and in the resulting right hand window, click ‘Run o Egsupda'e
NOD32’ B EwentlLog
B ThreatLog

B HOD32 Scanner Logs
B NOD32 Spstem Taoalz

O Quarantine

0O Scheduler/Planner

B Information

3 MOD32 System Setup

¥ b8
Help Hide Quit

NOD 32
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After a few seconds, you will be
presented with the Scanning
Targets window where you can
choose which drives are scanned
(the ones selected will have a red
check mark through their icon).
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loi
Seanning et | Scarmmgag | Ackors | Sehe | Prodies |
ke i, fokders or i 10 be scanned
Diitks
Ditk | T Corrmcimd e I Local
~ T, ek
e Huael chsk
>k CI-ROM chresr
secral |
Deuslect ol |
Fokders and fles
Folders and hias ekl I
Diclele
Seetal |
[
Nowsior: 1 1068 OCOROSINT Goanonty | Somflem | G | e |
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Next, move to the Setup tab 0| P the Drensand (Fansal) Scanner - [Costrol Center Profile] =10 =|
where you can alter the default Seawii woms| Someiraln] ek Eak | e
settings to suit your personal o g T e o
preferences of what is scanned . Lo
when running NOD32 for an b o
) ; ¥ Spotem memony T Advanced heumbics
On-demand scan’. You can T fuckimsfng selmind || 5 AdernSppman Pl
_— I™ S etracing schie:  Palerbaby umaried sppksdron
add or exclude certain file types I e ac I Poienialy unial apchessions
if desired and you can send it e s iy e
messages of warnings to another Sy o i e
machine or an administrator. e Muimmse [0 kD
¥ Uos MAP intesfnce Nom [moebg
¥ Eruabie At Slnalth echnology
Edgnmra.., E Adbeareed., I
Wanion: 1834 (200611301 NT Scanok | Scanbfleen | 0w | W |

Control
Center

€

[+l Threat Protection Modules
B AMON
B DMON
B EMON
B IMON
B NOoD32
B Update
B Update
B Log:
B Eventlog
B Threat Lag
B MOD32 Scanner Logs
B MOD32 System Toalks
O Quarantine
[ Scheduler/Planner
B Infarmation
3 MOD32 System Setup

s ¥ A
Help Hide Quit

Details for the latter need to be
entered in the NOD32 System Setup >
Notifications area.
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Then move to the Actions tab where you can change the default settings if
you wish.

You can select:
* Files
» Boot sectors
* Archives
* Self-extracting archives
* Runtime packers
* Email
* Email folders

I]NII:-HI"IM 1wl (Fanad] Soanmner - [0 ontrol Center Profile]

Sesrrang lovgels | Scarrmnglog 468001 | Sobs | Frokies |

* Operating memory Salect acicn o be perfrmed F o veut i furd. Actions are cesfomed orkin
Cleawring'” racabe, i lypm ol clises can b actigrd i: own sction. Chck
“Diebaul o seiore the delaul jefting:.
fFie =
(depending on your selections f,ﬂxi' T
in the next section: ‘Setup’)...... fF Ere or o acsion
. r
and choose what actions you e
would like NOD32 to perform if £ e
an infiltration is detected. [ Copy o Qrawantine
You can choose to ‘Quarantine’ L Bond ]

a suspicious file for most of the
types of objects just mentioned,
which means that a copy of the
‘malware’ will be placed in the ESET folder
(C:\All Programs\ESET\infected). This can
then be sent to ESET for analysis if absolutely
necessary.

Wessson 1 1058 [OOSIG0R NT

If you choose ‘Clean’ as the action to take ‘If a virus
is found’ and it is not possible for technical reasons
to clean a particular file, there are some secondary
actions that can be activated in the right hand column in this window.

(Refer to Dealing with alerts and virus incidents on page 46, for more
information)
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Profile saving

The last tab in this section is for Profiles. By default, the program will use
the Control Center Profile. If you've made some changes on the previous
tabs, you can now save them to Control Center Profile, or to My Profile if
you wish.

There are also some pre-set Profile headings for Floppy Disk, In-Depth
Analysis and Local Disk scanning, so there are numerable variations for
On-Demand Scanning options.

The Context Menu Profile refers to scanning an individual file or folder by
right-clicking on it. When you do so, a drop down panel will give you various
system options; one of them is

to get NOD32 to scan the file e LB
or folder for infections. This is a Scarming lorgets | Scorrma o | Actors | Sy Pt |
very yseful qqlck check before Defe dfert caring e, T ks s slcion o cag
opening any file. 08

[ Conerai Cerver Protie =]
Some users might want to set up ™ s picfle i hecrsng e
another profile for some specific I U this gl ot s o s s v s conbast e
Scanning of certain media. You ' U thi gucile b iy NDEYEZ o thes Cortgel Coriee
can create a new name for it here £ Ll S o G HOr: STt
by clicking the Profiles button e r v Bt

in the lower part of the window.
Then you can setup some new
parameters and save them under
this profile.

NOD32 2.5 Control Center ® (=1 B

Control
@ Center

It's also possible to use Password Protection to stop other

users changing profile settings.
g g p g [+ [l Threat Protection Modules

B AMOM

B DMaON
First, you must setup Password Protection. You may g o
have already selected this during installation. In the main B NODZ2
Control Center window, enter the NOD32 System Tools 0 Update
section and then look in the NOD32 System Setup area. g o ™"

B Ewertlog
Then click ‘Setup’ and you will see the area for setting g Nl o
your password. The password is totally of your invention £ NOD32 System Tooks
and should NOT be confused with the username and O Ouarantine
password that ESET send you with your license email. Q) Schedub/Flme
Make sure the password is easy for you to remember, NOD32 System Setup
but if you did forget it, you can “unlock” NOD32 again by
getting this unlocking utility from our website: 3 12| %
http://www.eset.com/files/unlock.exe Help  Wide  Quit

NOD 32
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Finally, the Scanning Log tab shows exactly what’s going on when a scan is
invoked.

Scan button

This will invoke a scan of your 741057 0 Droroend (avssed canmer - (Control Center Frafie] -1
selected drives (as you've Scarmng lmpels 56800 3 | Ackions | Selun | Fioies |

specified in Scanning Targets) Sonalon

and you will see all the files being M e RIS EERINT

Dt irsmsncap e (1K

scanned in the window. If the
On-demand scanner finds an
infiltration or potential infiltration,
it will be displayed in red in this
window. You can then either
choose to click the ‘Scan & Clean’
button as described below, or right 1] | ¥
click on the log entry and from the
drop down context menu, choose
‘Clean’. The latter is the far quicker
method if any infections are
detected.

¥ Gening I

e T e

Once the scan has been started, the ‘Scan’ button changes to a ‘Pause’
button. This might be useful in case you wanted your PC to perform a task
in another application while the scan is running, with as little performance
slow-down as possible.

Once the scan has been started, the ‘Scan & Clean’ button changes to a
‘Stop’ button in case you wanted to terminate the scan before it finishes.

Scan & Clean button

This will also invoke scanning of your selected drives and directories, but
will automatically perform the relevant action (Clean, Prompt for an action,
No action, Rename, Delete, Replace, Copy to Quarantine) that you have
chosen in the ‘Actions’ tab.

NOD 32
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Scanning

The Scanning Log window does not need to be watched in real time....you
can wait until it's finished to review the complete log entries. The scan can
take a few seconds or several minutes, depending on what you have asked
to be scanned and in how much depth. When finished, you can review the
scanning log. Any suspicious files will be shown in red and the path will be
shown of where they are residing on your machine. You can right-click on
these red notes and choose ‘Clean’ at this point.

E|NDD32 antivirus program - Cleaning

Scanning targets  Scanning log |Actions| Setup I F'rofilesl

Scanning Log

Scanning Log

MNOD32 version 1.1089 (20050505) NT
Checking CRC of NOD32.EXE: Status OK
Operating memory iz Ok,

Drate: 8.5.2005 Time: 09:10:46
Seanned disks. folders and files: C: B irarcatiy -g"t;' e

C:Mpagefile.zus - emor opening [Access denied) [4] Pt of v baurd | .
C:Mhiberfil. zyz - eror apening [Access deried) [4] o ol ol 21334 Told weannng g 1110w D202

LoD

8] Fibe carvait b st ey bt i1 Lot by artben pplicataon of oo e piter
i 1 0
P Serolirg

|

Wersort | IDBROOSSIGINT Senorts | SendDeen | gQw | Hew

[C:hi3ass
v Seralling [ cimus.dl

Version: 1,106 (20050505) NT Pase | Stop | gt | Hep |

[ 00

In the screenshot above you will notice

the items C:\pagefile.sys - error opening
(Access denied) [4], C:\hiberfil.sys - @ Control
error opening (Access denied) [4], etc. Center
This is perfectly normal and is nothing to worry
about. The files are being exclusively used by your O LI ———
operating system and nobody, not even NOD32, O AMON —
has permission to look inside them. At the end of the @ DMON

scan, you will see a brief comment of explanation g :EMMDDNN
(see inset screenshot above). @ NoD32
B Update
B Update
B Log:
B Eventlog
B Threat Laog
B HOD32 Scanner Logs
MOD32 System Tools
0O Quarantine
[@ Scheduler/Planner
B Infarmation
3 NOD32 System Setup

NOD32 2.5 Control Center 9 [=

At any time you can review previous
system scans in the Logs section in the
Control Centre. Look in NOD32 Scanner
Logs.

Equally, you can review details in the Threat Log
if any infections have been found and the Event
Log will give details of updates, connection errors,
warnings, etc.

g ¥ A
Help Hide Quit

NOD 32

antivirus system




NOD32 Installation Guide

40

On-demand scanning

So, you've setup the scanning profiles to your liking, or maybe you've
chosen to stick with the default settings, and run a scan of your PC. Now
you can instigate a scan of a specific drive on your computer, or specific
files, or a Floppy disk or CD, etc. using your pre-defined setups saved
under the Profiles tab. This is
called an On-demand scan.
In the Control Centre, under
‘Threat Protection Modules’,
click ‘NOD32’ and in the right
hand window click one of
the 4 buttons that suits your
requirements:

Thie HOD22 an-demand Scanner
is usad to perform a scan of the files on your disk(s).

Wa strongly recammend you run an in-depth scan
af yomar machinug frodn tme To D,

* ‘Local to instantly start a scan

— of all local drives
0

n _Irl-rlrnrﬂ'l analysls n Dlslu!ttu?

n Hun MNOD3F

* ‘Run NOD32'’ to open the setup
tabs as previously mentioned
in Profiles on page 32

Antivirus System

* ‘Diskettes’ to instantly start a
scan of any floppy diskettes

* ‘In-depth analysis’ to instantly scan everything on your machine with
more depth than a standard scan. This scan has it's own prESET, in-
depth parameters, with everything set to maximum, so is not governed
by the Profile(s) you have previously setup. This scan could therefore
take much longer than a normal scan.

NOD3e
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On-access scanning (AMON)

This is when you attempt to open a file and NOD32
will automatically check it for you first via AMON (the
Access MONitor). By default, AMON will be the resident
scanner on your machine, always vigilant, always in the
background, always ready to warn you of an infiltration.

NOD32 2.5 Control Center M (= B3
Control

On-access scanning (DMON)

DMON is a plug-in for NOD32 that serves for scanning
Microsoft Office documents and files downloaded
automatically by Internet Explorer (e.g. Microsoft
ActiveX elements). DMON provides an additional level
of protection to AMON.

Email scanning (EMON)

EMON (Email MONitor), a complementary resident
module, scans emails incoming via MAPI interface.
The MAPI interface exploits the different interfaces of
Microsoft Outlook. MAPI interface is used also when
receiving emails from the Microsoft Exchange Mail
Server via the Exchange protocol.

»  Threat Pratection Modules

B Update

B EventLog

B Thieat Log

B MNOD32 Scanner Logs
B NOD32 Spstem Tools

O Guaranting

@ Scheduler/Planner
B Information

3 MNOD32 System Setup

~ A

elp Hide Quit

Internet traffic scanning (IMON)

IMON will also continually work in the background on
your machine, checking your incoming email and also
any websites that you visit and download from.

For more information on AMON, DMON, EMON & IMON or
the NOD32 scanner, please check the Help button in the
NOD32 Control Centre (there is a 2nd button in the right-
hand window too for specific module help) and/or have a
look through the Frequently Asked Questions (FAQ’s) on
the ESET website: http://www.ESET.com/support/faq.php

On access scanners load into system memory, and intercept all the calls
made by the operating system to the file system. In this way they ensure
that a file has been scanned before it is passed to the system for opening,
thus preventing a virus from infecting the sytem.

NOD 32
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Updating

By default, NOD32 will check for Virus Update
Signature Database updates automatically.
These are the descriptions that our Update
analysers have created, of the many

viruses, worms and trojans. You can also

manually check for updates, if you wish, by Status: 1dle
s L ‘ ’ Server: «<Choose automatically>
_CIICkIng the Update now bUtton Yirus signature database update: Alutomatic
N the Update SeCtlon_ Program component update: Offer
Last update: 06,/ XX/2005 17:02:15

wersion of virus signature database: 1.XXXX(2005XX05)

The upper right hand window

. . ! . . [] Automatic update
will give you information on the last time

you received an update and the version E) Updatenow

number of the VSD (Virus Signature o

Database). If you were in any doubt as to [ T —

whether your VSD was current or not,

you can go the Support page 2 ¥ NOD32
on the ESET website Help  Hide Tt sesten

(http://www.eset.com/support/index.php)
where the latest version number

is shown. To make any changes to

the updating procedure, click the ‘Setup’

button.
- HODEZ fertrvmee Spziem inloemalnen
Winas sgratus ditsbais vnion 00K [0S0
NOD32 version e e
) . . Infeematicn an ather seannm ngpol it

To find out which version of NOD32 you I . Lo )
have installed, you can look in the NOD32 It b e

. . Archid i s wwntion 130K [POCENCEI0)
System Tools under Information. In the right Aachive suppor modde bukd veson: 1113
hand WlndOVY, about half way down, you will Infeumation sbout inalolied comonanls
see the details of the components you have A kT AT

ane
H Wetsne 26K
|nSta"ed — HEOIDES? For wirdows HT 430005457200 - Intrmet. suppon
Vo e 2K
MDD Fon wefiredors WTA2000P 72000 - Stardad component
et s 26K

At the top of the window is information

i ating cpzlem inlormalnoen

about which VSD you currently have: the x':: 512500 Sance Pack 2
version number and the date you received R R S
it [E— [EN YT e T p——

Copy I!P I:“l:lllﬂ.'li

“NOD32

iwirus Systam

New updates are released every day, on average,
although there is no guaranteed rule. In addition,
Program Component Upgrades are also sometimes

sent out. This occurs when a major change has

been implemented in the NOD32 application. When only minor

changes are made, a newer version is made available on the
website for free download to all registered users.

NOD 32
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Updating with a dial-up connection

If you have a dial-up connection to the internet, NOD32 will check for
updates as soon as you connect and will keep checking every hour,
assuming you stay online for a long while of course. You will see this in the
Scheduler/Planner section, also under NOD32 System Tools...

Scheduled lasks

Scheduled tasks

B Fepis mionse uulsin OB Upsabe

Uit
[I Supomatic updste sher dishup connection  WODI2 Updste

Repeatechy, ey T hows|:] el

Update Diigligp corwmcton b e Intemet ) VPH (A oo every 1 Foues] Er T

L pedata Ulsést Lagar DAY mrdsariaas évaiy | Feouis) e
B Simire sty Hin chok Sythem sladug He chock. NODE Erreel  Llsrs Ligor: [ mismss eosty 24 bour] Filet 1 e v lgan
Cjrtem starhun e chack, Cubem shatup e check  NODI2 Esmel  Sucoesihul update of the vine signature dabsbarse (A masimm svery 28 bowes] B spstem chech afer

u Add = Delele

The 1st item will be checked if you have an ‘always online’ connection (eg:
DSL, T1) and both the 1st and 2nd items will be checked if you have a Dial-
up connection and have entered the correct details when installing.
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ThreatSense Heuristics

This is something that NOD32 is particularly good at: scanning for possible
malware, enabling detection of new malicious software without having to
wait for updates. The heuristic capability contains sophisticated algorithms
which allow proactive detections, meaning that protection against new
malware is available immediately. Although we try our utmost to keep up
with the perpetual torrent of new malware, it's not possible to produce virus
signatures in the blink of an eye, so this is where the use of Heuristics is a
distinct advantage.

Advanced Heuristics

. . . [0 Mzt e (Ml Scanner - [ 3 =10 =
This extends the standard heuristic I _ _ 2
ey Searwing lgets | Soanrang kg | Actiens de|h-:ﬂ=|
capab!lltles of NQD32 and allows R S
detection of a high number of nitheber ol
Gdr ThissE-Enes seanning Spfions
new threats, etc. However, we W Fies T e sgrahes
F Bt anctons W Homsistics
recommend that you use Advanced A ™ eckvanced heurtcs
Ty . fuchoos (a g neufiee ] P i
Heuristics carefully when setting 5 e B R
up these preferences for an On- i I PO s
demand scan as it can slow the © A MTES s [ e
scanning time quite dramatically and e & fgpend T Overais
can occasionally produce a ‘False it s %
ey o ik [eames
Positive’, hence it is not enabled b 7 Erabe At ieah chrcgy | L L o8
, y
default. (A False Positive is when Eterors. | bvoeed. |
NOD32 suspects a file or folder is C e T | W s | R I |

containing something malicious but
which turns out to be harmless).

Anti-Stealth Technology

Rootkits are now frequently used to hide malicious processes and files.
Enabling the use of Anti-Stealth technology will allow Rootkits to be
detected, even if they are installed and active, and they are hiding files from
the operating system. NOD32 can then use signatures and heuristics to
detect and remove these threats.

We recommend periodically running an ‘In-depth analysis’ scan of your
machine, for example, which has Advanced Heuristics enabled. In fact, this
type of scan has everything set to maximum, hence it's a sensible habit to
run it now and again. You may wish to setup a Scheduled Task to run an
‘In-depth analysis’ scan once a week, or once a month. In NOD32 Control
Center, look in NOD32 System Tools section and click on ‘Scheduler/
Planner’. Then click on the [+] Add button and follow the setup instructions.

We strongly recommend leaving Advanced Heuristics
enabled in the AMON, DMON, EMON & IMON modules.
For more information please check the Help button in the
NOD32 Control Centre and/or have a look through the
Frequently Asked Questions (FAQ’s) on the ESET website:
http://www.ESET.com/support/nodfaq.htm
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Dealing with alerts
& virus incidents
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Dealing with alerts and virus incidents
Basic rules to follow if a virus is detected:

* Trojans can only be deleted as they do not infect other files and
contain only their own code

* Worms in email attachments should be deleted as they contain
only the viral code

 If the IMON’s HTTP scanner detects a virus, choose to terminate
the connection to prevent it from saving to the disk.

If you are unsure whether it is safe to delete the particular file without any
side effect on your system’s functionality, we suggest you tick the ‘Copy to
quarantine’ checkbox before you choose to delete it. Please bear in mind
that many viruses copy themselves to system folders such as WINDOWS
or WINDOWS\system32 to confuse the user. Should you have any
concerns about deleting the file and were unable to find any description of
it, either on our website or on the web, please send the suspicious file to
samples@eset.com for analysis.

Note:

Occasionally, you may get a virus alert where the name of the infection is
“‘unknown” or “probable...”. This is because one of the NOD32 modules
has detected virus-like characteristics in a file but doesn’t have a matching
signature to verify the virus name. This is most common with very new
infections which have not yet been identified.

NOD32 has an impressive record of catching still-unknown, new viruses
and worms because of the sensitivity and power of these “characteristic”
scanning techniques, also known as heuristics. Since these are very often
as-yet-unknown malware (bad software), we are very interested in receiving
samples of these files for analysis.

NOD 32
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Submitting a sample file to ESET

NOD32 uses ThreatSense.Net™ Early Warning System. This system
enables the evaluation of files which may have been flagged as suspicious
by NOD32. It assists the user to submit such files to ESET’s analysts, if
this is desirable. ThreatSense.Net™ is enabled by default, but will prompt
the user before submitting any files. The process can also be completely
automated, or disabled if not required.

The system also includes collection and submission of anonymous

statistical data about detected infiltrations which enables ESET, the vendor,

to watch and evaluate the progress and severity of the spreading of

particular threats.

For disabling, enabling and further Suspicious files | Statistics | Subission |
control over the ThreatSense.Net™ e

Early Warning System, you can go to the r -

NOD32 Control Center > NOD32 System o g
Tools > NOD32 System Setup and click e
on Setup in the right hand window. In the ~When ta submit
next window, go to the ThreatSense.Net™  As so0n a5 possile

" During update

tab and click ‘Advanced settings...” and
yoU’'ll see another window [iKe thiS e [ Exclusion fiter

for further configuration. Mesk A . |
:.nlr? [ Edi... |
. . Ly
The Exclusion Filter has a few common bt i LEEreEr |
" . . . .
file extension names included (ie: Word
Document, Excel Spreadsheet, etc.) to Cantact gmail (optional]

prevent accidental disclosure of private
information to ESET. You can add or
remove specific file names if you desire.

There may still be occasions when you wish to submit a sample file
manually. First check the ‘Quarantine’ box before cleaning, renaming, or
deleting the suspect file. The quarantine process saves a copy of the file
in an encrypted and non-executable form, so no-one will be accidentally
infected while moving the file, or sending it via email. The quarantined files
are (by default) saved to “"C:\Program Files\ESET\infected\ ". Files
should not be submitted manually once NOD32 has evaluated them as
suitable for analysis and submitted them automatically.

To submit a quarantined file, simply go to NOD32 Control Center and then
to the ‘NOD32 System Tools’ section. In this section is the ‘Quarantine’ sub-
section and in the right hand window you'll see a list of the files you have
quarantined. Simply highlight the entry, or entries, you wish and then click
the ‘Submit for analysis’ button below the window.

For more information on how to manually submit suspicious files follow the
instructions here: http://www.ESET.com/support/fag1.php?id=1110
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Appendix A: Troubleshooting
Q: My username or password doesn’t work

A: If a dialog box pops up asking for your username and password, it's
most likely because they were entered incorrectly during setup, or that your
NOD32 license has expired. If you are sure your license is still valid, click
Setup on the popup screen to re-enter the username and password as sent
to you in the email from your vendor.

Your username and password are case sensitive
(the username is always “AV-" in upper-case, followed
by numerals and the password only uses lower-case
letters plus numbers), and must be entered exactly,
including the dash “-“ character in the username. We
strongly recommend that you “copy” and “paste” these
values to avoid mistakes. (Highlight the text, Ctrl + C to

copy and Ctrl +V to paste into the required fields)

If you have tried these suggestions without success please contact your
reseller’s Technical Support. (Further information can be found on ESET’s
website: http://www.eset.com/support/nodfaq.htm)

Q: Can | use NOD32’s IMON with email client XYZ?

A: If your email client uses the POP3 protocol, it should work with IMON
without any further configuration. Note that if you use IMAP or another
protocol not currently supported by IMON, you will still be prevented from
opening unsafe attachments by the AMON module.

Q: My problem is not listed, what should | do?

A: If you have any other questions, start with the list of Frequently Asked
Questions (FAQ) - http://www.eset.com/support/faq.php

If you don’t find the solution there, please contact ESET Technical Support
by http://www.eset.com/support/index.php
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Appendix B: Installation Types

Typ. = Typical Installation (Recommended for most users)
Adv. = Advanced Installation (Partially customised installation)
Exp. = Expert (Fully customised installation)

Post = Option can be configured post install

Installation Guide

Default

NOD32 Destination folcer C:1All Programs\ESET o0

Sllent Mode / Password protect settings O/ Off o0 |0
GUItype / NOD32 Splash screen Full Graphic  Yes o0
Send warnings by email or Win.Messenger | Off/ Of o0
Update-server, Usermame & Password Auto /-none- / -none- 0600
Internet connection & proxy settings Use [Elno proxy 0|00
Auto-update configuration Hourly or on-connect o0 |0
Launch resident protection (AMON) on startup- | Win9 - Yes, XP/2000/2003INT - No o0 |0
Place On-demand scanner icon on deskiop | Yes o0

Enable on-demand scanning with mouse | Yes 0|0

Install DMON; IMON services Yes o0 |0
Enable email scanning/cleaning Yes o0 |0
Enable HTTP scanning Yes o0 |0
Install EMON services If Qutiook installed 0600
ThreatSense.Net™ Early Waming System | Yes 0|00
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Appendix C: Uninstalling NOD32

To uninstall NOD32, go to ‘Start’ in the lower left hand corner of your
computer screen and select ‘Programs’ or ‘All Programs’ and then the
‘ESET folder. Inside that folder is a file named ‘Uninstall’. Click on this

file to invoke the uninstallation process. This takes a few seconds. When
finished, reboot your machine as prompted and after the PC re-starts,
check that the ESET folder has been removed from C:\Program Files. If it
hasn’t, you can now delete this ESET folder manually by right-clicking your
mouse on the folder and selecting ‘Delete’.

You can now install the full commercial version of NOD32, or re-install it
if the original installation was not successful, and reboot your machine as
prompted once more.
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On-Access Scanning Monitor - scans all files on your computer as soon as you
try to run or access them.

Compressed or stuffed files: can be used to save a lot of disk space and transfer
larger files via the internet more quickly. For instance .zip and .rar are archive
files.

The boot sector is the first sector on a floppy disk. On a hard disk it is the first
sector of a partition. It contains information about the disk or partition, such as the
number of sectors, plus a small amount of program code.

A high-speed, high-capacity transmission channel. Broadband channels are
carried on coaxial or fiber-optic cables that have a wider bandwidth than
conventional telephone lines, giving them the ability to carry video, voice, and
data simultaneously.

Standard code letter for main hard drive on your computer.

The Cache is a file on your reader’s computer where their system stores a copy
of objects accessed recently. Then, if the same object is required again, instead
of issuing another request, the computer can simply use the copy from the
Cache, which can save a considerable amount of time.

Central processing unit. Also known as a microprocessor or processor. The 386,
486, and Pentium are examples of CPUs built by Intel, but there are many types
of CPU.

The computer is connected to the internet via a modem through a normal
telephone line. Download speeds will be slower than Broadband.

On-Access Scanning Monitor specifically for Microsoft Office Documents (Word,
Excel, etc.)

Copy a file from the internet to your machine - for example downloading an
update from ESET’s website.

Often referred to as an FP. A False Positive is when a anti-virus scanner reports
a file or folder as containing something malicious but which turns out to be
harmless.

HyperText Transfer Protocol - The Web’s communication standard, referenced in
the http:// that appears at the beginning of every web page address (an extra ‘s’
on the end, as in https:// denotes the secure, encrypt form). HTTP is what allows
web browsing to work.

Internet Message Access Protocol. One of the protocols allowing a user to access
their email. It permits manipulation of remote message folders (mailboxes), in a
way that is functionally equivalent to local mailboxes. IMAP and POP3 are the
most common methods for email retrieval.

Internet traffic Scanning Monitor - scanning incoming email and website
downloads for malicious software

Executable file that will install a program, for instance to install NOD32 onto your
machine.

Every computer on the internet has an IP address assigned to it. It's like a phone
number for your computer. An IP address is formatted like this: ##.## #i## #H#.
(12.34.567.890 for example). Web browsers “dial” this number to find another
computer on the internet. IP addresses are matched to friendly names like www.
ESET.com via a system called DNS (Domain Name Service)

Internet Service Provider - the organisation that provides your connection to the
internet.

Messaging Application Programming Interface - A system built into Microsoft
Windows that enables e-mail applications to work together to distribute mail. As
long as both applications are MAPI-enabled, they can share mail messages with
each other.
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The area of memory used by the system to run itself and any loaded programs.
Some Operating memory (also called System Memory) on the disk in a “swapfile”,
which is a type of Cache, and the rest in the RAM chips on the computer. Viruses
try to load themselves into Operating Memory so that they remain active while the
computer is switched on.

Your password, secret word or code used to access information. For instance,
your personal password assigned by ESET to access the ESET servers for
updates, upgrades and downloads. (You may also set your own password to
protect your settings from other users on your computer. This is set by you and
should not be confused with ESET’s password).

Version 3 of the Post Office Protocol. POP3 allows a client computer to retrieve
electronic mail from a POP3 server via a (temporary) TCP/IP or other connection.
It does not provide for sending mail, which is assumed to be done via SMTP or
some other method. IMAP and POP3 are the most common methods for email
retrieval.

A computer specifically designed to reduce the amount of bandwidth used, or
to control access to the internet. A proxy will be either a “caching” — meaning it
stores a copy of the content downloaded through it for faster future access — or
“pass through” — meaning it will simply provide a gateway to other services, for
instance websites. Usually home users will not be using a proxy.

Random Access Memory — Used for the operating memory which can be used

by programs to perform necessary tasks while the computer is on; an integrated
circuit memory chip which allows information to be stored and accessed far faster
than from the hard disk.

Read Only Memory - memory whose contents can be accessed and read but
cannot be changed — used mainly for the system BIOS and CMOS chips. (These
tell the machine how to start up and find the disks)

Packers do simply as their name suggests, they ‘pack’ or ‘compress’ a program
much the same way a compressor like Pkzip does, packers then attach their own
decryption / loading stub which ‘unpacks’ the program before running it. Packers
are often used by virus writers to try to confuse anti-virus scanners.

Simple Mail Transfer Protocol. Allows electronic mail to be sent from an email
account. The SMTP dialog usually happens in the background under the control
of the message transfer agent, e.g. sendmail or outlook express.

Software that secretly collects personal information and delivers it to an
unauthorised 3rd party. Some Spyware can significantly slow the machine, or
cause system crashes.

The ThreatSense.Net™ Early Warning System assists in submitting new malware
threats to ESET's lab and therefore provides valuable information to help protect
the user’s PC.

A Trojan Horse is a program intended to perform some covert and usually
malicious act which the victim did not expect or want. It differs from a virus in that
it doesn’t replicate, although some viruses can contain Trojans.

Uniform Resource Locator - The structure of a web address. ie: the HTTP part
(HyperText Transfer Protocol), the domain name or IP address and the final
section (top level domain): [.com] [.uk] [.org] [.net] [.gov]...etc.

For example: http://www.ESET.com

Your personal username assigned by ESET to access the ESET servers to
download updates and upgrades.

A computer virus is a self-replicating program that copies itself and that can
“infect” other programs by modifying them or their environment such that a call to
an infected program implies a call to a possibly evolved copy of the virus.

Virus Signature Database - The collective, known “signatures” of viruses,
released by ESET, on average, every day, to keep your computer up to date with
protection.

A subset of viruses which replicate as above but without requiring a host file (The
worm file contains everything necessary for the virus to replicate itself). Worms
require a networked system to reproduce. Email is one method a worm can use
to spread.
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