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EtherBoy Overview

EtherBoy is a powerful real-time network monitoring and management utility.
It provides insights and answers to a large number of network management
and usage questions. EtherBoy provides an intuitive real-time display of net-
work activities as well as offering the potential to focus on specific protocol
suites, filter network traftic and to produce complete logs of all Ethernet com-
munications.
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EtherBoy’s intuitive graphical user interface is shown in Figure 1. This snapshot
shows monitored communication patterns on a LAN segment. Hosts are shown
as filled circles (nodes) located around the circumference of the larger network
circle. The size of a node is directly proportional to the amount of traffic
emanating from that host. Links represent communications between hosts and
are shown as lines connecting nodes. The colour of a link shows the dominant
protocol, while the thickness shows the amount of traffic being transmitted.
The display is updated in real-time to give a continuous visualisation of network
activity. The instantaneous network load is displayed in the top right corner of
the display along with a strip chart of the changes in network load over time.

A large number of features on EtherBoy’s graphical display can be customised
to suit a specific site or task. The graphical features are controlled via the
controls panel. From this panel features such as node, link and font size can be
scaled along with setting time-out values for nodes and links. A time-out value
dictates how long a node or link will remain visible on the display after it stops
communicating.

EtherBoy’s protocol key displays the current protocol focus. This shows the
protocols currently in focus (being displayed). Protocols not in the current
focus are shown in grey by default. The protocol focus is fully customisable.
New and site specific (custom) protocols can be defined via the protocol focus
builder built into EtherBoy and added to an existing or new protocol focus.

When a large amount of data is displayed on EtherBoy’s graphical display it
may become difficult to visualise the data. To solve this problem a Zoom Control
window is provided. From the zoom window regions of the larger display can
be selected for closer investigation.

The statistics window shows runtime statistics for the EtherBoy application.
Statistics are displayed reporting the application runtime, the average and peak
network load, the current packets and bytes per second being transmitted and
an indication of the efficiency (number of packets dropped) of EtherBoy.

The panel in the bottom right corner of the screen is the alarms panel. It provides
a scrolling window of alarm notification strings and timestamps as they occur.
Alarms are fully customisable and can be configured for network events
including use of a protocol or application as well as a variety of network
performance statistics.

EtherBoy records information of all traffic monitored and can provide full
communication summaries. These communication summaries can be processed
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off-line to provide statistics for each monitoring session.

The menu interface provides access to some of EtherBoy’s more advanced
features. From the menus, EtherBoy can display both the host name and the
manufacturer of the network devices. Features such as this can provide
invaluable information to the network manager, however, they can also increase
the screen complexity. As the complexity of the EtherBoy display grows, it
may be necessary to zoom in on a particular area of the display for closer
inspection.

Figure 2. shows EtherBoy zoomed in on the top right corner of the network
display, with both the name of the host and manufacturer displayed. In addition
to per-host and per-protocol visualisations, EtherBoy also provides information
on overall network activity.
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Figure 2 — EtherBoy zooming

EtherBoy has powerful real-time traffic summary options. EtherBoy can
summarise the top hosts, links and alarms. EtherBoy can produce complete
summary reports on all monitored traffic which can be saved in text, HTML or
rich text format(RTF).
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Figure 3 — EtherBoy host report

All the features introduced here, as well as the many other features provided
by EtherBoy are discussed in detail in the relevant sections of this manual. It is
strongly advised that the network manager read this manual (particularly the
chapter on using EtherBoy for fault diagnosis and network management) in
order to take full advantage of EtherBoy’s features.




Using EtherBoy

An Overview of the EtherBoy Screen

When you run EtherBoy, it will automatically begin to monitor network traftic
and build a picture of your network on screen. After a few minutes, the picture
should be similar to Figure 4.
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The screen is divided into two areas. On the left is the network display area
where you will see a picture of your network dynamically updated as the net-
work is monitored. On the right hand side of the screen are the various control
and statistics panels. Hosts are shown as points (nodes) located around the
circumference of the larger network circle. The size of a node is directly pro-
portional to the amount of traffic emanating from that host. Links represent
communications between hosts and are shown as lines connecting nodes. The
colour of a link shows the dominant protocol on that link, while the thickness
shows the amount of traffic being transmitted over the link. The display is
updated as regularly as possible to give a continuous visualisation of network
activity.

Load Graph

In the top right of the screen is the load monitor stripchart which is updated
periodically. This monitors and displays the overall load on the network (as a
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percentage of total available network bandwidth).

Protocol Key

12

~ Protocol Ke

TCP/ I P

I P Fragnent
| WP
HTTP port 800)
X11
Fi nger
Tel net

FTP
SMPT
Net bi os-dgm
Sun NI S
NFS
NETBI CS
O her

Figure 6 - Protocols Panel



Using EtherBoy

Underneath the load graph is the protocol key and display controls. EtherBoy’s
protocol key displays the current protocol focus. This shows the protocols
currently being displayed and their colour. Protocols not in the current focus
are shown in grey by default. The protocol focus is a list of protocols that are
to be displayed. Using the protocol focus builder it is possible to build a number
of protocol focuses that can be used at different times. Any protocol can be
defined and added to a new or existing protocol focus using the focus builder.
Readers are referred to the Section: for details on defining your own custom
protocols and focuses. The colour in which the protocol name is written
corresponds to the colour used in the display area.

Network Statistics
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Figure 7 - Statistics Panel

At the bottom of the protocol panel is the network statistics window. In this
window various statistics are displayed reflecting the network load, these
statistics include:

* Runtime: displays the total time (HH:MM:SS format) that EtherBoy has
been running.

e Average load: displays the average network load (as displayed in the load
monitor) for the total runtime.

* Peak load: displays the highest network load encountered (as displayed in
the load monitor) for the total runtime.

e Current pkts/s: displays the current rate of packets per second that EtherBoy
is seeing on the network.

e Current byte/s: displays the current rate of bytes per second that EtherBoy
is seeing on the network.

*  Dropped: displays the efficiency of EtherBoy (fewer dropped packets means
EtherBoy is keeping up with your network load). Note that the load monitor
and statistics reflect the total network traffic that is seen, including dropped
packets.

13
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Sliders

14

—Controls
g 1
Mode Scale
N 1 1
Link Scale
N | |
Max Mode Radius
N N
i ax Link Width
L |
Mode Timeout
N | |
Link Timeout
oo i ]
Font Scale

Figure 8 - Controls Panel

Next to the protocol key are the various screen control sliders. These enable
the user to control the look and feel of EtherBoy’s visual display. The Controls
provided are as follows:

* Node scale: this eftects the size of a host (node) when its is communicat-
ing traffic. The size of node is proportional to the number of bytes of data
per second being transmitted from the host. Altering this control will scale
the size of the host relative to this figure.

¢ Link scale: this effects the size of a link between nodes when they are
communicating. The size of link is proportional to the number of bytes of
data per second being transmitted on the link. Altering this control will
scale the size of the link relative to this figure.

¢ Max Node Radius: sets a limit on how large a host can get when it is
displayed.

e Max Link Width: sets a limit on how large a link can get when it is dis-
played.

¢ Node Time-out: governs how long a node stays visible on the screen after
it has stopped transmitting

¢ Link Time-out: governs how long a link stays visible on the screen after
communications ceases.

¢ Font Scale: controls the size of the font used to display text on the screen
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Z.oom Control
~Zoom Control ———

Figure 9 - Zoom Box

Below the Controls is the zoom control. This allows the user to zoom-in on
areas of interest and move around the screen when zoomed in. A zoom is
selected by clicking the left mouse button and (with the button depressed)
dragging the desired box. The box can be moved around the screen using the
right mouse button. Clicking the left button again will turn zooming off.

Alarm Window
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Metwark, Load above 10% bon Mar 24 27:38:48 19597
Metwaork, Load above 10% bon Mar 24 21:33:54 1397
Metwark, Load above 10% bon Mar 24 27:35:01 199

4| | »
Figure 10 - Alarms Window

Below the zoom control is the alarm window. This window continuously dis-
plays alarm notification strings and times as alarms occur. Alarm notification
strings are defined with an alarm and allow the administrator to know exactly
which alarm has activated. Alarms can also be configured to play audio (.wav)
files as well as display the notification string. Custom alarms can be defined
for most network events. Alarms are defined using the alarms builder (avail-
able from the Custom menu). For details on building your own custom alarms
users are referred to the “Customising EtherBoy - Custom Alarms™ Section.
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Menus and Options

EtherBoy can perform many different functions that are explained in this section.
File Menu

The File menu allows the user to choose a different a different network adapter

to monitor, set the application preferences or quit the program.

¢ Choose Adapter: If you have more than one network interface, this option
will allow you to switch between adapters. At present, all configured
network interfaces (excluding the dial-up adapter) will be displayed. The
bit rate of your interface will be displayed in the “Link Speed” column. If
you have an interface which supports more than one bit rate (e.g. auto-
sensing 10/100), the currently active speed will be displayed. Upon
changing interfaces, all overall network statistics will be resumed for that
interface.

Hpaliok H | LELS Ebweret Sclapie ared Lospsd FLRAE.

Figure 11 - Adapter Dialog.
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The reference to the default adapter resides in the registry via the path:

\ HKEY_LOCAL_MACHI NE\ SOFTWARE\ NDG
Sof t war e\ Et her Boy\ 1. 4\i nterface

Interface is a “word” value which corresponds to the adapter ID shown in the
“Adapter” column of this dialog.

¢ Preferences: Changing the preferences of the “Host List” and “Node
Watch” popup dialogs can be performed through this menu option.
Selecting/Unselecting check boxes in either group box will cause columns
from the respective dialogs to be displayed/not displayed.

o Exit: Upon exiting, the last used adapter will become the default the next
time you invoke the application.

Custom Menu

This menu allows access to EtherBoy’s user customisation features. The
Protocol Focus Builder allows the user to define a subset of protocols that
EtherBoy will use to create the network graph (see Defining Custom Protocol
Focuses). The Alarms Builder allows the user to create alarms base on a variety
of network events (see Defining Custom Alarms).

Traffic Menu

18

The Traffic menu controls how the volume of traffic is represented in the
network display. There are two options:

* Packets: Iftraffic is displayed by packets then packets of any size equally
affect the display.

* Bytes: If traffic is displayed by bytes then the size of the packets is taken
into account when calculating the traffic flow to be displayed.

Example: Consider a data transfer between two hosts using ftp. Because ftp
uses TCP, a reliable service, each data packet sent is acknowledged resulting
in approximately the same amount of packets being produced by each host.
Since the data packets will generally be larger than the acknowledgements
then the volume of traffic (bytes) generated by the sender will be much greater
than that of the recipient.
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Hosts Menu

The host’s menu controls how the host will appear on the network display.
There are five options:

MAC Address: This option displays hosts by MAC address rather than
by name regardless of whether EtherBoy resolved the address or not.

IP Address: EtherBoy automatically discovers the IP addresses of hosts
talking the IP protocol. This option displays hosts using IP by their
corresponding IP address. If the host has no associated IP address then the
MAC address is shown.

IP Name: EtherBoy can automatically resolve IP addresses to names. This
feature is enabled in the preferences section. If an [P name exists for a host
this option will display the name; otherwise the MAC address is displayed.

Local Name: This option displays hosts by their local name rather than
their Ethernet address. EtherBoy resolves the local name by searching the
name table database (see link). If no local name exists for a host the MAC
address is displayed.

Best Name: This option tries to display the most meaningful name/address
available for any given host and could be thought of as a combination of
all the above methods. Names will be applied in the following order: Local
name, IP name, IP address, and MAC address.

Manufacturer: This option toggles the manufacturer names on the net-
work display. When the manufacturer option is enabled the name of the
manufacturer of the Ethernet hardware in each host is determined by look-
ing up the manufacturer file if the manufacturer option is turned on then
the option will be ticked in the Hosts menu.

Note that because of screen resolution restrictions, manufacturer names
may be difficult to read. Using the zoom functions to enlarge a specific
screen area can alleviate this. In practice the manufacturers option is only
turned on when needed as the additional display overhead slows the re-
draw rate.

19
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all host activity. This table can be sorted by any field by clicking on the
appropriate column header.

This window is automatically updated every 15 minutes an update can be

forced by clicking on the update button  in the toolbar of the window.
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Figure 12 — EtherBoy host list

Each line in the host list shows a subset of the following information that can
be chosen from the preferences panel (in the file menu):

MAC address Local name
1P address 1P name
Total packets (sent) Total bytes (sent)
Packets/sec (sent) Bytes/sec (sent)

The preferences panel can also be accessed via the preferences button in the
toolbar of the window.

By clicking with the left mouse button a host line is selected for further inves-
tigation. Once a line is selected the right mouse button allows the user to
watch particular aspects of a host’s activities. The individual host window
(like most other windows in this application) provides an infinitely cascading
set of menus. This means that from each report a line can be selected with the
left mouse button and further viewing options obtained using the right mouse
button. Each host window can be sorted by any field by clicking on the appro-
priate column header.

20
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Figure 13 — EtherBoy host watch

Each line in a host watch window shows a subset of the following information
that can be chosen from the preferences panel (in the file menu). The preferences
panel can also be accessed via the preferences button in the toolbar of the

window:

Destination MAC address Destination local name
Destination IP address Destination IP name

Protocol Total bytes (sent,
protocol specific)

Total Packets (sent, protocol specific)

e Name Table Editor: The name table editor is the centre of EtherBoy’s
name resolving ability. It provides a visual interface to the name resolution
database that is maintained in the background. To understand the host
editor it is important to understand how EtherBoy collects information:

- When EtherBoy sees traffic from a new host (one that does not appear
in the database) it adds an entry for that host. If the host is a multicast
address then it is checked against a local list of well-defined multicast
addresses. The specitfic multicast type or the generic label “Multicast”
is inserted into the local name field of the table (see below). The host
is automatically marked as “non resolvable” (see below).

- Ifthe host is using the IP protocol then the IP address is also added to
the name table.

- If DNS name resolution is enabled in the preferences then EtherBoy
will issue a DNS request to try to resolve the IP address to an IP name.
If the name resolves then this name is truncated (to the local portion of

21
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the name) and added to the table.

- An additional column is also available (referred to as local name) that
allows the user to assign an additional, more meaningful name to a
given entry.

To aid in finding a specitic host the table can be sorted on any of the available
fields by clicking on the column header. Note that even when the host editor is
open entries may be added in the background. The onscreen display can be
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Figure 14 - Name table editor.
A variety of options are available to manipulate the name table:

Edit local name: The local name can be edited by left clicking once to select
an entry, then clicking again in the local name field to initiate editing. Alterna-
tively the user can initiate editing by right clicking on an entry and selecting
“Edit Local Name” from the popup menu.

Toggle IP resolve state: The icon in the first column of the table depicts the
resolve status, there are two states.

5 When IP resolution is on for a specific host the icon will be a
small picture of a computer.

g When IP resolution is off for a specific host the icon will be a
small picture of a computer.

The resolve state can be toggle by double clicking on an entry or right clicking
on an entry and selecting “Toggle IP Resolve State” from the popup menu.
Some IP traffic should not be resolved. Multicast addresses are automatically
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added with no IP resolution. In addition to this IP routers/gateways resolve
state should be disabled to prevent erroneous output. If this is not the case
then EtherBoy will report the devices IP address as that of the first inbound IP
packet coming through the gateway.

Delete Entry: By right clicking on an entry and selecting “Delete Entry” from
the popup menu the user can delete any one entry.

Flush Host IP information: Unlike MAC addresses IP addresses/names are
configurable and this information may change over time. By selection this
option from the popup menu the user can flush all IP information (address and
name) from the name table forcing EtherBoy to rediscover IP names and ad-
dresses.

Flush All IP information: By selecting this option from the popup menu the
user can flush all IP information from the database forcing EtherBoy to redis-
cover IP names and addresses. A final warning dialog will appear before the
information is flushed.

Delete All entries: By selecting this option the user can remove all entries
from the name database. A final warning dialog will appear before the infor-
mation is deleted.

Statistics Menu

The statistics menu contains options that affect the time period that the net-
work display reflects. These options are:

e Dynamic: In dynamic mode EtherBoy shows the current traffic within a
time frame specified with the sliders in the control panel (see link). Once
the hosts and/or links have exceeded this time period without producing
any traffic they timeout and disappear.

e Cumulative: In cumulative mode all traffic is shown since EtherBoy was
started. This allows the user to see all traffic and hosts that have been
active during the current run.

23
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Traffic Summaries Menu

This menu allows access to summaries of data. For all menus in this section
the left mouse button selects a line of interest and the right mouse button
selects further information for the line.

e Top Hosts: This option shows the top hosts which transmit the most traf-
fic. Further host information can be obtained by clicking the left mouse
button.

All menus are infinitely cascading i.e. from each menu you can continue to
click with the mouse to obtain further viewing options for data.
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Figure 15 — EtherBoy top hosts.

¢ Top Links: This option shows top links based upon the number of bytes
traversing the link. By clicking with the mouse further information for the
host can be obtained including:
- Source hosts’traffic
- Destination hosts’ traffic

All menus are infinitely cascading i.e. from each menu you can continue to
click with the mouse to obtain further viewing options for data.
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Figure 16 — EtherBoy top links.

e Top Alarms: This option shows a list of alarm events that have oc-

curred including the amount of times each event has happened.

i Top Alarms next update: 14:51 _ 3] =]

| x]

Matify String | Ewvents
Metwork, load over 107% a0
Secure Host Access 15
FTF detected 12

Figure 17 — EtherBoy top alarms.

25




EtherBoy

e Protocol List: The protocol list shows all protocols that have been
used on the network along with a packet and byte count for each. This
table can be sorted by any field by clicking on the appropriate column

header.

i Protocols Summary next update: 14:32 N =]
ﬁ- | Pt |
Protocol | Total Packets | Total Bytes |
HTTP port 20 136 35618
MFS 194 20732
Other UDP 189 19576
ICHMP 2438 15376
RTHP 40 14040
Methioz-zzn 70 BE23
METEIOS 102 E324
HTF 45 4410
P SAP 40 2400
HEF 13 1124
Fwhio 4 1056
METEIOS 4 1010
RIF 7 B02
Sun RPC 4 360
ARP 2 102
DEC MOP R.conzole 1 B0

Figure 18 — EtherBoy protocol list.

Traffic Reports Menu

Many different reports (described below) can be generated. On any report, the
File menu can be used to print and save the report. The report can be saved as
text (ASCII), HTML, or RTF (Rich Text Format). There is also an Edit menu
that features various options to find, copy, etc. some or all of the report.

¢ Hosts Report: This option shows all monitored hosts. Hosts and the
nodes with which they communicated, which protocols were used,

and how many packets and bytes were sent.
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Menu and Options

+ Host Repost =[O ]
Fis Bt
Rla[mial x|

=]

00:e0:leceG:31:b1

Descination Protomol Facksts Bytes

Hulcicasc Other LLC SNAF 2 394 J

Herhil

Dast ination Protocol Packecs Byres

hectys Othec NetBios © 3 150

hectye Ceher NetBios B 3 a0

133.7.1.220

Tescinacion Protocol Packeca Bycea
130.7.1. 161 ICHP 14 S80
CHANDRA ICHF ¥ 210
hetopo ICHP i 70
zinger

Bestination Bratosol Packskbs Bytes
CHANIRA ICHE 13 210

00 00:ch:TA:05:74

Testination Protoeol Packecs Eyees

aopal IPK SRP ¥ a0

storm

Iestinacion Protozol Packecs Eycea

broadeast Ruho 1 222

Kulticasc Sub Space 1 75 d

Figure 19 — Host Report (RTF)

e Statistics Report: This option shows various overall summary statis-
tics gathered during the execution of EtherBoy. Statistics summarised
include top hosts with the number of bytes transmitted, and top Alarms

along with the number of times the alarm was triggered.

Elc Edit

==L EYES|

=]
Top 3 Alarms
Alarm Hotify Strimyg Times Activated
FTP detected 11
Secure Host Acceas &
Hecwork load over 10% ]
Top 24 Linke
Source, Deacinacion Byrea Senc
Stan'sz DEC, bike SIE062
Wah Prowy, bike 142434
bike, Stan's DEC 21990
Bbike, Web Proxy 17058
Bbike, Applecalk-broadcasc 2358
05:00:07:hd: 2 ial, Proadcasc 1z00
00:00: LE: 008! e, APANNINELY 2e=TRant @30
bike, guinness 279
Bike, GOAT 232
Big Serwver, bike zaz
mike, Big Secwver 154
GORT- bike 194 =

Figure 20 — Statistics Report (RTF)
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¢ Alarms Report: This option shows all alarms triggered during the
execution of EtherBoy. Alarm notify strings are displayed and the time
and date when the alarm was triggered.

+ Alaim Repoit

Eile Edi

| #

Monitored Alarms Report
Tue Auy 04 23:§5:24 1998 - Tue Aug 04 23:57:02 1998

Alaym Type: Threshold

Alaimm Hotify String: Hetwork load over 10%

Alarm was trigyered 5 times

Tug Aug 04 23:55:44 1958

Tue Ang 04 23:55:45 1988

Tus fug 04 23:55:46 1998

Tue Aug 04 23:55:48 19588 —
Tug Aug 04 23:55:49 1955

Alaym Type: Jocuryence

Alarm Hotify Strimg: Secure Host Locess

Alaym was trigyered & times

Tue Aug 04 23:55:42 1958

Tus Aug 049 Z3:55:44 1905

Tue Aug 04 23:55:45 1958

Tue Aug 04 23:55:46 1958

Tue Aug 04 23:55:45 1998 |

Figure 21 - Alarms Report (RTF)
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Customising Etherboy

EtherBoy is highly configurable. By using various controls you are able to
modify a variety of settings affecting the appearance and performance of
EtherBoy on your system.

Defining Custom Protocols

EtherBoy examines all traffic. It learns about the various protocols via a pro-
tocol definition file (called protocol.pdl) which is written using NDG Software’s
Protocol Definition Language (PDL). The language has two statements these
are: primitive and protocol. The primitive statement is used to assign a tag to a
value within a protocol. The syntax is:

The protocol definition begins with a tag name that is used to identify the
primitive and can be used in further definitions. The tag value specifies a
symbol or value to be searched for in the packet to identify this protocol. The
string is for identification of the protocols by the user and is the string that will
appear in the Custom Protocol Focus Builder.
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Primitives are primarily used to define tags to be used in protocol definitions.
A primitive by itself does not constitute a protocol definition. Here is some

example primitive definitions:

In this primitive definition the tag is TELNET and the tag’s value is 23 (the
port number for telnet). This tag value is important since it is the value that
will be searched for to identify TELNET packets.

The HTTP definitions show how to define a range of values for the tag value.
Ranges are used when a protocol is identified by a set of numbers within a
range. Ranges must be continuous which is why two tags are needed for HTTP,
one defining port numbers 80 and 81 (HTTP) and another defining port num-
bers 8000 through to 8080 (HTTP_2).

The protocol statement is used to define protocols and to provide classifica-
tion rules for packets. The syntax of a protocol definition is as follows:

(HEENEEEENEEEEENEEEENENEENEEEEEEENENEE|
[ITTTTTITTTT]
1
LI T T I T I I I T T I I I I I I I I ITIITT0IT1]
[TTT]
1




Customising EtherBoy

The protocol definition begins with a tag name that is used to identify the
protocol and can be used in further definitions. The tag_value specifies a sym-
bol or value to be searched for in the packet to identify this protocol. The
string is for identification of the protocols by the user and is the string that will
appear in the Custom Protocol Focus Builder. The header size is supplied as a
check for the packet parser when parsing incoming packets. Here are some
examples of protocol definitions:

The first line defines a protocol with a name tag of [Llahd a name value
[TTTTIThe identification string is “/P” and the IP header has a size of 20
bytes. Inside the IP header are further sub-protocols and primitives called
[ITTTTMTTITTITIT hdd [TTIThese sub-protocols will have either protocol
or primitive definitions themselves defining tag values that identify the sub-
protocols contained within each IP packet. The byte:9 in the specification de-
notes the primary offset and size of the value to check from the beginning of

this protocol specification. In other words we are to compare a byte value 9
bytes into the IP header looking for a byte containing the tag value of [ITTTTT]
[ITTTTTITITTITTITTIThe tag value for each of these is contained within
their specification.

Given the previous definition of [T Ednsider the following definition of [TTT]1

[IITTTITTIIIT I T I I TIIIIITITITITI 1]
1
[IITTTITTTIITTT]
[TITTTTTITTITITITIITITIT]
[ITITTTITTITITITIIT]
[ITITTTITTITITITIIT]
[TITTTTTITTITITITIITITIT]
[IT1T11
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From this definition we can see that the tag value for [T TEd [TThtd that the
[TTThkader is 20 bytes long. The [TTTTTTTld the specification specifies
that tag value for sub-protocols can be found at 2 locations called the primary
offset or secondary offset. The primary offset is 0 meaning that the tag value
for [TTTTTTTTTTTd¢. can be found by doing a word sized comparison (16
bits) starting at byte 0 (the primary offset) or 2 (the secondary offset) inside
the [TThtader. The tag value to look for at these offsets can be found along
with the definitions of CTTTTTTTTTT Bic. As further examples what follows
are part of the specification for [TThhd [TTT]

The pdl language described here is very versatile and will allow the user to
incorporate their own custom protocol specifications into EtherBoy. Com-
plete definitions can be found in the root.pdl file. Once a new protocol has
been included into this file it will automatically appear in the protocol focus
builder for inclusion into EtherBoy’s in the visual display as well all reports.

Defining Custom Protocol Focuses

EtherBoy has a complete protocol focusing mechanism offering flexibility in
the protocols (and colours) displayed. Figure 22 is an example of the display
appearing when “Custom Protocol Focus” is selected from the Custom menu.

Focus Buildes
[Focuz Dictionary [Focus Edier [Protocd Tiee
Efherroct ARP § Foct =
TORAP RARP "3 IEEE 8023
:me! H:i«.-rm | CVP = IEEE 2021
DEPE‘;ET | P Fragnent =3 [
Barwan BANYAN | P B 1P Propeiget
I PX Ei IPHHCP
Appl e Tal k B 1P SER
NETBI OS Ef PSP
I P E IP<RIP
Ei IPH Printer
"R Hovel 1P
"§ LLC SHAP =
Hew D | Cored | o |
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Figure 22 — Protocol Focus Editor

The display is divided into the regions: the Focus Dictionary, the Focus Editor
and the Protocol Tree. The Focus Dictionary contains the list of defined protocol
focuses that can be selected via the left mouse button. The Focus Editor contains
the list of displayed protocols in their respective colours. The Protocol Tree
lists the protocols that can be included in a Custom Focus. The list of protocols
to be included in the Protocol Tree is obtained from root.pdl.
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Example of Building a Custom Protocol Focus

We shall demonstrate the power of the custom protocol focus by building a
protocol focus to display HTTP traffic in red, NFS traffic in blue and all other
IP traffic in grey (the default colour).

¢ Click on “New” in the Focus Dictionary; a new focus will appear in
the dictionary.

e Click the left mouse button on the text “New Focus” to change the text
to an appropriate string e.g. “Web Focus”.

¢ Double click in the Protocol Tree to expand the tree of sub-protocols.
From the Root the sub fields of Ethernet II and IEEE802.3 will ap-
pear; double click on Ethernet II to expand this sub-tree. From this
sub-tree; double click on IP to expand it.

* Double click on TCP to expand the TCP sub-tree; from the TCP sub-
tree left click on HTTP and with the mouse down drag the text (and
icon) into the Focus Editor. Release the mouse button over this win-
dow to include the protocol in the focus.

¢ Double click on UDP to expand the UDP sub-tree and drag-and-drop
NFS from this sub-tree into the Protocol Focus.

¢ The focus protocols to be included will all be in the same (default)
colour. To change the colour of a protocol, double click on the proto-
col and a colour palette will appear; select a colour from the palette
with your left mouse button and the protocol’s colour will change.

¢ You can repeat this process to define colours for other protocols in the
current protocol focus.

e At this point you have defined your custom protocol focus. Click OK
(bottom left of the display) to activate the current protocol focus.
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Defining Custom Colours for Protocol Focuses

When using the protocol focus builder protocols can be defined to appear in
any colour from the colour palette. The palette itself can be customised as
follows.
¢ Select Edit Palette from the focus editor region; the palette editor ap-
pears.
¢ Select one of the squares from the colour palette to be modified. Se-
lect a black square (bottom of the palette) if you wish to add a colour

to the palette. The palette editor is shown in figure 23

-
BRI RED  GREEW  BLUE

Figure 23 - Protocol Focus Palette Editor

¢ Adjust the red, green and blue controls to achieve the desired colour.
¢ When satisfied click the OK button to include the colour at the se-
lected position in the palette.

Defining Custom Alarms

EtherBoy has a flexible and powerful alarm mechanism. Alarms can be gener-
ated for a number of reasons including:

e accessto a host

e use of a protocol

e anetwork (or traffic) variable exceeding a threshold.
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Proper use of EtherBoy’s alarm mechanism can assist in maintaining network

performance, improving network configuration and capacity planning as well

as its obvious potential for improving network security. The Alarms Builder,

accessed from the Custom menu, activates a display similar to figure 24.

Alarm Buildes ]
Al - Objact Type
N b clvenik losd ot 105 :: Himt £ Hetwork: £ Prctacel
B Secue Host Access Link.
L FTF detecied
[ =] [ =l |
7 Theshold Type
C Oecwmercs ) Thieshodd hit T Theeshold ko |
r Tratfic Urits
T KBwesfsec 1 Packets/zec 15 % Bandwidth
Walke
Hew pasts || |

Cacel | o |

Figure 24 - Custom Alarms Builder

The Alarm Builder display is divided into five areas:

The “Alarms™ area shows all the currently defined alarms. The alarm
display string is shown along with a bell icon denoting the state of the
alarm:

.ﬂ. Alarm is active.

K Alarm is inactive.

(note: An alarm may be defined but not active).

The “Object” region displays all the objects upon which an alarm may
be set i.e. a host, a network statistic, a protocol, or a link.

The “Threshold Type” region defines a threshold for activating an alarm.
The “Traffic Units” area is used in conjunction with the Threshold
Type region to set a unit measure for traftic levels when activating an
alarm.

The “Actions™ region allows the user to specity an audio file (.wav
file) or command to run if the alarm is activated.
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Example 1: Host Alarm

In the first example consider setting an alarm signal when a particular host
becomes too busy.

¢ Click on “New” in the Alarms box. A new alarm will appear with the
text “New Alarm” and the activated (bell) icon turned off.

¢ Slowly double click the left mouse button on “New Alarm” to change
the text to an appropriate string e.g. “Disk server very busy”.

e Click on the Host button in the Object Type region thus highlighting a
Name/Address field ready for a value to be entered.

* Move to the Name/Address field and enter the host’s name (a local
name, complete domain name or an [P address may be entered).

¢ Move to the Traffic Units region and select the units for the value
field: Kbytes/sec, packets/sec or percentage of bandwidth being gen-
erated by the individual host.

e After specifying the units, enter a value.

e After this you may optionally set an audio alarm (.wav file) or a com-
mand to run, but at this point the alarm is defined.

¢ Double click on the bell icon in the Alarms region to turn the alarm on
and then confirm “OK” (bottom right of the alarm builder screen) to
complete the definition and activate the alarm.

e When triggered the alarm message (entered in the Alarms Region) is
displayed in the Alarms section of the main window along with the
time the alarm was triggered (i.e. the event occurred).

Example 2: Network Alarm

In the next example we shall define an alarm to activate if the network load
exceeds 40% of capacity.

¢ Click on “New” in the Alarms box. A new alarm will appear with the
text “New Alarm” and the activated (bell) icon turned off.

¢ Slowly double click the left mouse button on “New Alarm” to change
the text to an appropriate string e.g. “Net Load over 40%”.

e Aftertyping the text click the left mouse button on the Network button
in the Object Type region. Selecting Network will cause the Traffic
type region to automatically select a threshold high and the Traffic
units region will automatically select KBytes/sec as the units and high-
light the value field ready for a value.

e Change the traffic units if necessary (e.g.%Bandwidth) and enter a
value e.g 40 into the value field.

¢ You may optionally set an audio alarm (.wav file) or a command to
run, but at this point the alarm is defined.

¢ Double click on the bell icon in the Alarms region to turn the alarm on
and then confirm “OK” (bottom right of the alarm builder screen) to
complete the definition and activate the alarm.
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Common Faults FAQ

Here are some common faults that you may encounter whilst using EtherBoy.
If you have any suggestions or problems you encounter that are not in this list,
please forward them to support@ndgsoftware.com.

Why does it say Default adapter is currently invalid for my card?

There are several possibilities that cause this problem to arise. The most com-
mon cause of this error is that the default adapter is not an Ethernet card, that
is, your default system adapter is Token Ring, RAS, FDDI etc. We are work-
ing towards adding support for these devices, but at present only Ethernet
devices are supported (including Fast Ethernet).

Under NT4.0, you must install and use EtherBoy as administrator or equiva-
lent. This is to protect administrators from “normal” users gaining access to
the promiscuous Ethernet driver, and ultimately raw network traffic.

Also under NT4.0, if you have previously installed any products from NDG
Software (excluding GeoBoy), you may need to manually remove a registry
key in the Service Manager’s sub-tree. This is because previous versions of
the install script do not automatically remove this key, and references to the
old driver are left behind. To fix this problem run regedit and remove this key:

\ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \
Ser vi ces\ NDI SHOOK\
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Why does it sometimes “blue screen” if I change adapter or exit?

The driver mechanism employed by 95/98 and NT4.0 are different. This prob-
lem will only occur under 95/98 as they use a dynamically loading VxD which
has a known fault. This problem may after running EtherBoy for a number of
hours and then quitting the application or selecting a different adapter. At
present we do not have a fix, and unfortunately you will have to reboot after
this occurs. Please stay up to date on our web site (http://
www.ndgsoftware.com) for further developments.

Why can’t I monitor using my dialup adapter?

In previous versions of EtherBoy (V1.2) it was possible to monitor Dialup
devices, but since then the driver has undergone some radical improvements
(e.g. dynamic loading and major internal efficiency improvements). One of
the side effects of the new driver was the loss of being able to monitor Dialup
adapters. This will be fixed in a future release.

Can I print the results of the popup windows?

Unfortunately it is currently not possible to print or save as text from any of
the popup windows (host list, watch node, top x, etc.). This feature will be
added in a future version.

Why does EtherBoy assign the wrong IP address to my router?

EtherBoy maps IP addresses onto MAC addresses by inspecting the packets it
sees. Because IP addresses in the packet represent the ultimate source/destina-
tion hosts EtherBoy will incorrectly assign the source IP address of the first [P
packet introduced to the local network by the router.

To fix this problem IP resolution should be disabled for routing devices on
your network. This can be achieved using the name table editor.

Protocol X is being used on the network but is never displayed?
EtherBoy chooses the colour of the links in the network display by assigning
the colour of the most dominant protocol listed in the key. Unfortunately if

you are trying to spot a low bandwidth protocol it may well be overridden by
the catchall “Other” case (grey).
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At present there is no way around this other than to set alarms on the protocols
of interest. The ability to toggle the other entry on/off.

Can I add my own multicast addresses?

Yes. The multicast addresses are read from a file called “multi” in the applica-
tion directory. You can add extra multicast addresses by editing this file.

Can I add more Manufacturers?

Yes. The manufacturer codes are read from a file called “manf™ in the applica-
tion directory. You can add extra manufacturer codes by editing this file.
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